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Lanka Government Network (LGN) is a property of Sri Lanka Government and as part of the
government network, all LGN users shall meet following requirements.

1. System Usage

All LGN Computers and peripherals are property of GoSL.

Access and use are only for GoSL authorized officers/employees and unauthorized PC
usage is strictly prohibited.

MSP/ICTA Authorized services persons can access the PCs for the Services and shall be
under supervision of authorized GoSL officers in the organization.

2. Limitations.

Sharing capacity shall be less than 2 GB among the other organizations.

It shall be named as,
1. Divisional sectaries office - Shard_DS XXX
2. District sectaries office - Shard_DIST_XXX
(Where XXX is name of the GoSL organization name)

It shall be protected with fully qualified password, according LGN ROOT ACCESS AND
ADMINISTARTOR PASSWORD POLICY.

Only official document shall be shared.

3. Data Security

Sharing Folder Password shall change periodically

Password shall meet the LGN ROOT ACCESS AND ADMINISTARTOR PASSWORD
POLICY. (This the most effective security method for these folders)

Site Administrator shall check the log and status of the site file servers and is there any
abnormal activity he shall make precaution actions ASAP and shall informed to ICTA
and LGN MSP in the same time.

4. Data Backup

LGN MSP is not responsible for backup data in the Public folders.
Site Administrator shall make shared folders backup according to their requirement.

(Please Refer Attached Annex B dated 23.09.2008 for the Process and Technical
instructions)
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1.

Annex — B
(31.08.2011)

Site Admin should map all personal folders to one PC’s Admin account which will only be

accessed by site administrator.

1.1 Mapping Personal Folders
- Double Click My Computer
- Select Map Network Drive

-

IE) Documents
[ Pictures
B Music

More »

Folders
4 Desktop
¥ DELL
Public
48 Computer
& 05(C)
> = RECOVERY (D)
4 DVD RW Drive (E)
* a New Volume (F:)
S Network
Control Panel

L

Recycle Bin
GPS Cor

GPS Cor - Copy
New downloads
New Folder (2)
R-Studio

Songs

DELL-PC

Workgroup: WORKGROUP
Proc

- Fill in the ProxyIP (proxy server IP address) and Private Folder (Relevant private folder name

you need to map) accordingly.

n
o

- Intel(R) Core(TM)2 Qua..

' =

Type Total Size

Hard Disk Drives (3]

Name Free Space

-

& ' Map Network Drive

What network folder would you like to map?

Specify the drive letter for the connection and the folder that you want to connect to:

[P—)

Drive:

Folder:

4 Brows:

Example: \\server\share
[] Reconnect at logon
Connect using a different user name.

Connect to a Web site that you can use to store your decuments and pictures.

Finish
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et Name Type TotalSize  Free Space
O Hard Disk Drives (3) ~
B Pictures _Osic RECOVERY ()
B Music 53.2 GE free of
More »
. |
Enldee ()2 MapNetwork Drive
4 [l Desktop E
o JB DELL
Public What network folder would you like to map?
4 1% Computer
& os(cy Specify the drive letter for the connection and the folder that you want to connect to:
- —a RECOVERY (D3)
- a New Volume (F:) -
Metwork L Folder:  \\10.60.16.230\foldername ~|
St o] Example: Viserverishare
5 Recycle Bin
| GPS Cor [¥] Reconnect at logon
GPS Cor - Copy Connect using a different user name.
Mew downloads Connect to a Web site that you can use to store your decuments and pictures,
New Folder (2)
R-Studio
& 1 Songs ]
| UVA dep. min :
DELL-PC
Cancel
Workgroup: WORKGRO o
Processor: Intel(R) Coreprmer
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- Click Different User name

- Input User name (Private folder name) & Password.

e 4

sorite L

IEl Documents
[E| Pictures

B Music

More »

Folders v
4B Desktop <
F DELL
>4 Public
418 Computer
& o5
* a RECOVERY (D)

Name Type " TotalSize  Free Space
Hard Disk Drives (3)
05(C) RECOVERY (T:)
- et

1.13 GB free of

Map Network Drive

Attempting to connect to \\10.4

[d

Connect to 10.60.16.230

Connecting to 10.60.16.230

> et DVD RW Drive (E}) Ditves € foldermome
> New Volume (F:) ] -
F Network c Folder.  'W1060.16.230\d | Password: seenenne
Control Panel Example: \\server || Remember my passward
Recycle Bin
| GPS Cor [#| Reconnect at |
| GPS Cor- Copy Connect using a d
Cancel
. New downloads Connect to 3 Wel m
New Folder (2) .
R-Studio
Songs i
. UVA dep. min -
DELL-PC
=]
| Finish
| Workgroup: WORKGROI
Processor: Intel(R) C T

Click “ok”

-
3

[E| Documents
B Pictures

B Music

More »

Folders v
4 B Deskiop -
© [ DELL
[ Public
a8 Computer
g, 05(C)
RECOVERY (D9)

[

Hard Disk Drives (3)

Total Size

[ compueer T

Free Space

S (C:) RECOVERY (D)
— — ] (- g
53.2 GB free of 124 GB 1.13 GE free of 1.93 GB

Map Network Drive

Attempting to connect te \\10 4

L4

Connect to 10.60.16.230

DVD RW Drive (E) Drive:
o New Volume (F) ]
. &¥ Network E Folder  \110.60.16.230\fq | Passwerd:
Control Panel Example: \\server [ remember my password
7 Recycle Bin
DS Cor [V Reconnect at |
GPS Cor - Copy Connect using 2 4
Cancel
| (S
New Folder (2) \
R-Studio
Songs T
UVA dep. min -
DELL-PC
|
| Finish
Waorkgroup: WORKGROU
Processor: Intel(R) Corérrmyes
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2. Use Windows or Nero burning software which is provided by LGN to write data to blank
CD’s accordingly.

2.1 Using Windows File Copy for CD Burning
- Double Click My Computer

- Brows the Mapped Network Drive, select the data folder and click “Copy this folder” from task
panel (on the left)

' . ¥ (= ]
- ; =B X |
Kl = » Computer » foldemame (110.5016330) () »

Narme B Date modified Type Size
| |NewText Document  #29/201110:22 AM  Text Document KB
MyData 8/20/201110:29 AM _ File Folder

Favorite Links
[E Documents
B Pictures
B Music

More »

Folders .
™= Desktop
> JBE DELL
b ) Public
la & Computer
> & 0s(C)
s RECOVERY (D)
b &) DVD RW Drive (E:)
b s New Volume (F)
I» 5@ foldername (\110.60.16.230) (X:)
b ¥ Network
3 Control Panel
1% Recycle Bin
\. GPSCor
. GPS Cor - Copy
. New downloads
. New Folder (2) =
R-Studio

b |l Songs =

>

1

MyData Offline status: Online

File Folder
Date modified: 8/29/2011 10:29 AM
| Offline availability: Mot available

- Press “Burn” , & Insert Media

: |
- &
Kl =2 » Computer + foldemame (110.5016.230) 64) + =

Name = Date modified Type Size
| New Text Document 8/29/2011 10:22 AM  Text Document 0KB
. MyData 8/29/2011 10:29 AM  File Folder

Favorite Links
!E Decuments

E Pictures
E.h Music

More »

Folders  d
la Bl Desktop -
» JBE DELL
Public
Al Computer
iy 05(C)
I = RECOVERY (D)
- ey DVD RW Drive (E})
[ s Mew Yolume (F)
[» &8 foldername (\\10.60.16.230) (X:) =
& ¥ Network
3 Control Panel
& Recycle Bin
GPS Cor
J GPS Cor - Copy
. Mew downloads
, MNew Folder (2) o
J R-Studio

Songs -

MyData Offline status: Online
File Folder
Date modified: 8/29/2011 10:29 AM
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2.2 Using Nero Software for CD Burning

- Expand all programs from start menu and select Nero Express.
g e

|7 SinhalaTamil kit 3
@ Sophos 4
@ HP 2 @ Mera Toalkit »

w HP Solution Center
‘g Paint 1.R.1.S, OCR Registration | @) User's Guides »
=] OpenCffice.arg 2.4 »

All Programs .| & Hero

Mero Cover Designer

=

& Mero Online Upgrade
k| @ Mero StartSmart

- Click data disk

Wwrhat would you like o burn?

wideos/Pickures

Copw Entire Disc

@ Disc Image or Sawved Project

- Brown the Mapped Drive from the dropdown list

Ero EXpress

“% Select Files and Folders

Location: 13 My Documents v @ T
Desktop -@ Ceslon Size
R My Docurnents
tuy Diocumnent: 4 My Computer y
= J4 34 Floppy (81 File Fc
older details: &
N — e Local Disk {C:) File: Fc
¥ <e» Local Disk (D1} File Fe
) ey i ;
File: Folder CLRW-DrivertE:) - 1KE  Confi
= on 'Pr 225KB  JPEG
Modified: 9/15/2008
4:32:08 PM
Total space used:
£ | 2
File: b . i I
e types: [ a1l Files (=7) ~ [ Add J [ Finkhed ] | OMB

Mera

(@] [@Frr JEwe | [dee

Location: |‘;gg test on 'Proxy {10,30.41.230) (2:)

Desktop TEE—

My Computer o -

My Documents
Folder details
data

File Fr

File Folder

M adified: 9/24/2008
4:48:08 P

Total space used:

S
v

File bopes: | all Files (7] ~| [ 2dd ][ Finished |

@ [ Mera ] lg More 3> ] [H S
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- Click “Next” to continue

% Mero Express =T
Disc Content 3

Add data ko pour disc

S Py Disc

Total space used

hjl'l|l'll|"l'll|'rll|llr|'|'|||v|r||'['||'
=

100ME ZoomMe =00rME 4n0rME SoomME S00ME Fool SoorMe Ullss

(@] ([Fer @ Jder J[@ee [ e

- Click Burn to write data to CD

* MNero Express

Final Burn Settings

Click 'Burn' to start the recording process.

iRt renorern [ & E:HLDT-ST COFw GCE-8527B  [CD-R/Fw] v

Disc name:

Mumber of copies:
Aillow files to be added |ater [multizession disc]

[ %erify data on disc after burming

©

e - |
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3. Creating Share/Personal folders on the file server.

3.1 Creating Samba users

- Log on to the Proxy/File server with root username and password.

- Type the following command and follow the instructions.

/ust/local/etc/samba_id.sh

Example:

run user account and directory creation shell

A enDed oteen
j FanAug SEsuesD

[rootE@Proxgyd ™~I1#
Croot@ProxgM ~14
[root@ProxyH “1# Ausr/local fetcdsamba_id,.sh |

Samba Account Addition Program

Uzer ID Input
Uzer—ID : test

PASSHORD Irnput
PASSHORD : test

Uzer-I0 : test
Uzer—PASSHORD : test

Correct [Y] Kew. Mot Correct [H] Key ull
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