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Networked Military Operations 

UAV 
USV 

UGV 
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Interconnectivity in the Era of 

Internet of Things 

SMART NATION 



 Page 6 ST Electronics (Info-Security) 

Who and What are the Threats 

in Cyber Space? 



 Page 7 ST Electronics (Info-Security) 

Evolving Cyber Security Threats 

20 years 10 years Present 

• Attention seeking 

hobbyist 

• Posting of graffiti 

on websites 

• Motivated by 

money  

• Glory-seeking 

• Professional 

organised group 

• Involved scouting 

and intelligence 

gathering 

Fake SPF website for 

exploitations of personal data  

Defaced websites 

Hackers stole $81 million from 

Bangladesh Bank 

Ransonware 

Yahoo says 500 million accounts 

stolen 
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Evolving Cyber Security Threats 

Stuxnet sabotage of Iranian 

nuclear complex in Natanz 

North Korea hacking of Sony 

Pictures in 2014 
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Exploit Tools Market  

► Wireless Hacking. 

► Network Hacking. 

► Rubber Ducky USB. 

► Lock Picks and 

Practice Tools. 

► Software Defined 

Radio.  
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DEFCON Hands-on Hacking Villages 
CTF Games; Web, Network, IOT, CAR, Wireless 
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It might already been hacked. 

Embedded 
Backdoor  



 Page 13 ST Electronics (Info-Security) 

Deepweb +  Social Media  

► http://resources.infosecinstitute.com/project
-artemis-osint-activities-on-deep-web/ A sample of around 25,000 Tor addresses randomly 

generated by their crawlers inspections.  
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Security expert Dancho Danchev in a post on Webroot 
threat blog revealed newly launched underground service 
offering access to thousands of malware-infected machine 
for upsetting prices, a thousand US-based hosts costs $200 
meanwhile for a thousand EU-based hosts price varies 
between $60/$120, and the price for a thousand 
international mix type of hosts is $20. 
Botnet_as_services 

http://securityaffairs.co/wordpress/12339/cyber-crime/botnets-for-rent-criminal-services-sold-in-the-underground-market.html 
http://www.csoonline.com/article/729655/prices-fall-services-rise-in-malware-as-a-service-market 
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Finding exploits  
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Finding devices with vulnerability  
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Attacker will exploit whatever 

means available  

 

► http://www.networkworld.com/news/

2013/080113-black-hat-ddos-

botnets-272447.html 

In the case of creating an on-the-fly 
botnet, Grossman and his associate 
Matt Johansen placed JavaScript 
within ads that they placed on Web 
pages via an advertising network. 
They paid to have the ad garner a 
certain number of clicks. The cost 
of a million-browser botnet is 
about $150. 
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Hackers as Internet Guardian 

► Hackers can serve as defender as well (White-hat). 

► Companies are employing hackers to find vulnerabilities. 
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Anonymous   
2008. Project Chanology—hacks targeting the Church of Scientology. 
2011. Operation Tunisia, Operation Egypt in support of Arab Spring movements. 
2011 Attack on Sony in retaliation for trying to stop hacks of the PlayStation 3 game console. 
September 2011 -Occupy Wall Street protests began in New York City. 
 
 

Image Source: http://www.politico.com/agenda/story/2016/10/the-growing-threat-of-
cyber-mercenaries-000221 

httpss://en.wikipedia.org/wiki/Project_Chanology
httpss://en.wikipedia.org/wiki/Project_Chanology
httpss://en.wikipedia.org/wiki/Church_of_Scientology
httpss://en.wikipedia.org/wiki/Church_of_Scientology
httpss://en.wikipedia.org/wiki/Operation_Tunisia
httpss://en.wikipedia.org/wiki/Arab_Spring
httpss://en.wikipedia.org/wiki/Sony
httpss://en.wikipedia.org/wiki/PlayStation_3
httpss://en.wikipedia.org/wiki/Occupy_Wall_Street
httpss://en.wikipedia.org/wiki/Occupy_Wall_Street
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Nation States already have 

Information Warfare Capabilities 

Source: Frost & Sullivan 
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National Infrastructure at Risk 

Government Energy Transport 

Homeland 

Security 

Military Financial 

Services 
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We need to protect our National Critical 

Infrastructures 

Dec 2015: Cyber-attack 
on Ukraine’s electricity 

distribution network left 
225,000 people without 

power. 
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Attack: Passport control system at the 

Sabiha Gokcen International Airport in 
Istanbul was down due to the 
malfunction of the Istanbul provincial 
security directorate’s Polnet data system. 
 

Cause: No information on the possible 

source of the attacks.  Suspect targeted 
cyber attack. 
 

Impact:  Economic - Delay in Flight, 

Trust and Reputation. 
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The thieves used malware to 
withdraw bags of cash from 41 
ATMS in three cities. 

In response to the heist, banks 
temporarily froze withdrawals 
from more than 1,000 cash 
machines. 

3 were all convicted by a 
Taipei  court. 
 
19 suspects, including one 
French national and one 
Australian, are believed to 
have fled Taiwan. 
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Findings 

► 8,800 servers across eight countries in the Asean region which 

were acting as command and control points, which are systems 

used to control and spread malicious software known as 

malware. 

► Affected servers were involved in targeting financial 

institutions, spreading ransomware, launching Distributed 

Denial of Service (DDoS) attacks and distributing spam. 

► 270 websites from the Asean region infected with a malware 

code which exploited a vulnerability in the website design 

application. 

► Among them were several government websites which may 

have contained personal data of their citizens. 

 
PUBLISHED BY  THE STRAIT TIMES  
APR 24, 2017 

Public and Private sectors across 

ASEAN together in combating 

cybercrime 
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 ”RAND researchers have determined that 
zero-day vulnerabilities have an average life 
expectancy—the time between initial private 
discovery and public disclosure—of 6.9 years. 
That long timeline plus low collision rates—the 
likelihood of two people finding the same 
vulnerability (approximately 5.7 percent per 
year)—means the level of protection afforded 
by disclosing a vulnerability may be modest 
and that keeping quiet about—or 
“stockpiling”—vulnerabilities may be a 
reasonable option for those entities looking to 
both defend their own systems and potentially 
exploit vulnerabilities in others'.” 
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The odds is against the defender in 

countering Cyber Threats.   

► Challenges 

► Growing attack surfaces and evolving threat sophistication and players. 

► Attackers are often better resourced because the ROIs of their efforts 

are easier to quantify. 

► Financial Returns 

► New Dimension of Warfare  to secure their country’s National Interest. 

► Defender often have too much to protect and  limited resources to 

ensure the security. 

► How do we fight cyber and optimize?  

► Collaborate at National level to give our self  superior situation 

awareness .  Build strategic depth and have sizable and effective 

reserve to deal with unexpected incident. 

► Share information to help yourself.  

► Collaboration allow you to optimise your dollars and avoid duplication.  
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People is central to cyber 

defence, invest in their training  
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