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Networked Military Operations
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Interconnectivity in the Era of
Internet of Things

SMART NATION
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|
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Who and What are the Threats
In Cyber Space?




Evolving Cyber Security Threats

+ Attention seeking

hobbyist

* Posting of graffiti

on websites

8 Googl Mozt Fietox |
fie fdt Vew tgory Bookmwks loos Hop Bemedlms

BB ¢« 2 (A rwmgegeen B[k »
2 Most Visited P Getting Stated . Latest Headines | 3%

*§ Google: x | _ Caifoma State Contracs Register -
Web [mages Maps News Shoppng Gmai moev (Google | Signin
|

Gyogle

‘ foanames
Google Search | I'm Feelng Lucky | Lacauass Tooti

Your child's design could be our next special logo: Doodle 4 Google

Defaced websites

. * Motivated by
money

* Glory-seeking

All Your files and documents were encrypted!

Fake SPF website for

exploitations of personal data

Professional
organised group
Involved scouting
and intelligence
gathering

Hackers stole $81 million from

Bangladesh Bank
S il .%a't, :

=

BREACH

Yahoo says 500 million accounts

stolen

20 years

10 years

Present

>

ST Electronics (Info-Security)

Page 7



Evolving Cyber Security Threats
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North Korea hacking of Sony
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Increasing Attack Sophistication

Attack sophistication vs
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High

Intruder
Knowledge

ical Knowledge

packet spoofing
sniffers |

,  hijacking
burglaries | sessions

binary enc ion
“stealth” / advanced ' Tools
scanning techniques | i

denial of servioe;

' distributed
| attack tools
: ‘www attacks

automated probes/scans
GuUI

%n\etwork mgmt diagnostics

ls\;ta;;ﬁ s exploiting known vulnerabilities
v c . password cracking
o (E— Attackers
1985 1985 1990 1995 2000 2005 2014

SouMﬁéfﬁor

ge9



Exploit Tools Market

» Wireless Hacking.
» Network Hacking.
» Rubber Ducky USB.

» Lock Picks and
Practice Tools.

» Software Defined
Radio.

ST Electronics (Info-Security) Page 10



DEFCON Hands-on Hacking Villages
CTF Games; Web, Network, 10T, CAR, Wireless
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It might already been hacked.
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Deepweb + Social Media

A Trend Micro Research Paper ~
%), TREND.
MICRO

A 5 s
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Category | L& :
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» http://resources.infosecinstitute.com/project
A sample of around 25,000 Tor addresses randomly -artemis-osint-activities-on-deep-web/
generated by their crawlers inspections.
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CritXPack Security expert Dancho Danchev in a post on Webroot
threat blog revealed newly launched underground service

Rant: 30F - 1 day: 150% - 1 week; S00% - 1 month; traffic limit - 100k hits

par day. offering access to thousands of malware-infected machine
Li c800% -3 h; BO0E - & h; 1200% - F . .

+2008 - mulpdomain license, A for upsetting prices, a thousand US-based hosts costs $200
3bl: M & ; [ H _ H H
E"_,,_,';',",';i';r::,‘,g‘n";;fng,“f;;;::A;:::P;;_,E:;'E ::?"?s:'::?’?::“f'“ meanwhile for a thousand EU-based hosts price varies
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e iy o ol b ol international mix type of hosts is $20.
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Your Jabber *

Your Message

Text from the picture *
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http://securityaffairs.co/wordpress/12339/cyber-crime/botnets-for-rent-criminal-services-sold-in-the-underground-market.html
http://www.csoonline.com/article/729655/prices-fall-services-rise-in-malware-as-a-service-market
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Description

On September 28, 2016, the criminsl enterprise "Epic Market" advertised new domsins for an online shop thst offers stolen credit cards and

track data ["dumps”}:

« epicmarket] Jwif
« epicmarketbbhhmm[_ Jonion

As of October 3, ), the shop contsins more than 213,000 credit cards snd 36,000 dumps from the following countries:

Customers can register in the shop free of charge and can fund their accounts vis Bitcoin [BTC). Support is available through live chat on the

above websites, as well as through the following sccounts:

» ICO: 658459667
» Jabber: gethase@jsbber[.]se

-
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Finding exploits

Looking for a meaningful Security Certification? @y

The Exploit Database

The Exploit Database (EDB) - an ultimate archive of exploits and vulnerable software. A great resource for
penetration testers, vulnerability researchers, and security addicts alike. Our aim is to collect exploits from
submittals and mailing lists and concentrate them in one, easy to navigate database.

Remote Exploits
Date D A V Description

Lo Do ar TnnlBurttnn 1o AR ar Erms
‘ ' ~ Adobe Reader ToolButtos S€ Alle ree

2013-12- M v Ability Mail Server 2013 (3.1.1)
2013-12-
11

2013-12-
11

2013-12-
1
2013-12-
1
2013-12-
03

.« o
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Finding devices with vulnerability

Kashmir Hill
Forbes Staff
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Not-So Private
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privacy collide
full bio —

0000

9/04/2013 @ 10:35AM | 127,128 views

The Terrifying Search Engine That
Finds Internet-Connected Cameras,
Traffic Lights, Medical Devices, Baby
Monitors And Power Plants

This story appears in the September 23, 2013 issue of Forbes.
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Attacker will exploit whatever

means available
NETW“RKW"RI_D News | Blogs | Newsletiers | Videos | Events | Resources

Security | LANs & WANs | UC / VolP | Cloud | Infrastructure Mgmt | Wireless | Software | Data Center | SMB

Ant-mahvare | Compliance | Cybercrime | Firewal & UTM | IDS/IPS | Endpoint Security | SIEM | White Papers

T,
[ PSRN - ve No App Behind with Software Applications without Col
\ AL fined Application Services ¥ - Learn about F5 Syntheg

News

Black Hat: How to create a massive DDoS botnet
using cheap online ads

JavaScript in online ads can zombify browsers to carry out denial of service attacks

By Tim Greena, Network Wordd
August 01, 2013 02:28 PMET

@1 Comment [E]Pn’m ﬁsham 10 ﬁ g+ (:j m::¥|

Network World - Las Vegas -- The bad news is if you click on the wrong online ad, your
browser can be immediately enlisted in a botnet carrying out a denial of service attack to
take down Web sites.

The good news is that as soon as you move on to another Web site, the browser is
released with no harm done, according to researchers who revealed the hack at the Black
Hat security conference.

“Who's problem is this?" says Jeremiah Grossman, CEO of White Hat Labs and one of the
researchers. “Browsers? Ad networks? Who fixes this?"

GROWING THREAT: Shorter, higher-speed DDoS attacks on the rise, Arbor Networks
says

MORE BLACK HAT: Top 20 hack-attack tools

QUIZ: Black Hat's most notorious incidents

In the case of creating an on-the-fly
botnet, Grossman and his associate
Matt Johansen placed JavaScript
within ads that they placed on Web
pages via an advertising network.
They paid to have the ad garner a
certain number of clicks. The cost
of a million-browser botnet is
about $150.

» http://www.networkworld.com/news/
2013/080113-black-hat-ddos-
botnets-272447.html
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Hackers as Internet Guardian

» Hackers can serve as defender as well (White-hat).
» Companies are employing hackers to find vulnerabilities.

Initial Categories

Max. Payment

Category
ol I
$200,000

Secure boot firmware components

Extraction of confidential material protected by the Secure Enclave Processor $100,000

Execution of arbitrary code with kemel privileges $50,000

Unauthorized access to iCloud account data on Apple servers $50,000

Access from a sandboxed process to user data outside of that sandbox $25,000

Page 19

ST Electronics (Info-Security)



-y . i AY
fhe growing threat of cﬁmer
mercenaries

Washington is focused on combating cyber attacks from nation states. But the real threat is elsewhere.

Anonymous

2008. Project Chanology—hacks targeting the Church of Scientology.

2011. Operation Tunisia, Operation Egypt in support of Arab Spring movements.

2011 Attack on Sony in retaliation for trying to stop hacks of the PlayStation 3 game console.
September 2011 -Occupy Wall Street protests began in New York City.

Image Source: http://www.politico.com/agenda/story/2016/10/the-growing-threat-of-
cyber-mercenaries-000221
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Mail Sport Lifestyle Celebnty Movies Weather Flickr More v

YAHOO! |

NEWS

Singapore PM's
website hacked by
Anonymous

m AFP News November 8, 2013

attacked the government website of the Singapore Prime Minister

Activist hacker group Anonymous

Singapore Prime Minister Lee Hsien Loong's official website was hacked Thursday by

ST Electronics (Info-Security) Page 21



Nation States already have
Information Warfare Capabilities

INFORMATION | With Advancement in Technology, Information

WARFARE Environment is set to be the Next Domain of Conflict

Space

Photographic Satellites, GPS, Communications,

Ballistic Missile Defence, Signals, Astronauts

Bl o e e o ———————————————————————————————————————————

Air

Information
ISR Platforms, Combat Aircraft, Transport, Helicopters, is a key
Maritime Surveillance, Communications, Airmen enabler in
""" e
Combat Platforms, Combat Vehicles, Transport, Pperations
Communications, ISR, Communications, Soldiers

Transport, Sailors

Information Environment

Physical, Cognitive, Informational Dimensions

Source: Frost & Sullivan
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S ccurity
I n o S e C u r | ty Chipotle Reports Suspicious Actvity on POS System

STRATEGY | INSIGHT | TECHNOLOGY

{r News | Topics Features Webinars White Papers Events & Conferences Directory

Report: China Uses Taiwan as Test-Bed for US Cyber-
Espionage Attacks

Mandarin-speaking Taiwan, though self-governing, is
considered by China te be a “renegade province.” In addition te
being subjected to constant claims of ownership by the
mainland, it's also being used as a cyber-punching bag to test

out new malware approaches.

"We've seen everything,"” Jim Liu, founder of

“ Taiwanese internet security company Lucent Sky, told
- A

Reuters. "We'll see a specific attack signature here, and
A Taiwan is reportedly playing a then six months later see the same signature in an

big role in the global cyberwar attack on the States.’
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National Infrastructure at Risk

\ " .'EV; flli i il |

il |
P

Homeland Financial Mllltary
Security Services
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We need to protect our National Critical
Infrastructures

World's First

PoWer Outage

Dec 2015: Cyber-attack
on Ukraine’s electricity
distribution network left

Caused by;Hackers & 225,000 people without

powetr.
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Istanbul Ataturk International Airport targeted by a

cyber attack Attack: Passport control system at the

by Pierluigi Paganini on July 28th, 2013 Sabiha Gokcen International Airport in
Istanbul was down due to the
malfunction of the Istanbul provincial
security directorate’s Polnet data system.

Cause: No information on the possible

source of the attacks. Suspect targeted
cyber attack.

3|7 Impact: Economic - Delay in Flight,
Trust and Reputation.
_f My Page

Media agencies reported news of a cyber attack against the Istanbul
Ataturk International Airport, the passport control system at the
departure terminal was hit causing many problems at the airport.

The Turkish authorities diffused the news of a cyber attack against the [stanbul Ataturk International Airport.
Official sources revealed that the passport control system at the departure terminal of the [stanbul Ataturk Airport

ST Electronics (Info-Security)
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Airports group confirms foreign cyberattack
By: Shaun Waterman
June 20, 2014 02:02 PM EST

The trade association for North American airports warned its members last year about a

foreign cyberattack aimed at dozens of airport computer systems across the U.S., an
executive confirmed today.

“We disseminated threat information to our members,” said Christopher Bidwell, vice
president for security and facilitation at the Airports Council International-North America.
He said the warning bulletin contained "threat indicators ... providing guidance on what to
look for” as evidence of an attack — in this case, phishing emails and certain kinds of
suspicious network traffic.

He said there was no information about the origin of the hackers or their intentions, but he
said they were an “Advanced Persistent Threat” group. APT hackers are foreign groups
with the resources of a nation-state or other large organization behind them.

{Alsu on POLITICO: NSA surveillance program gets 3 more months )

APT hackers have previously been detected intruding on the networks of U.S. power and
energy companies, and have long been a threat to defense contractors, but this is the first
known incident of such an attack against the airport sector.

Bidwell said the information about the attacks came from “various security entities,” but he
would not be more specific.

APT attacks against critical infrastructure like airports are the responsibility of the FBI's
Mational Cyber Investigative Joint Task Force, but Bidwell would not say which agency or
agencies had investigated the attack. “It was investigated by different entities involved,” he

ST Electronics (Info-Security)
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BEE o s Menu - The thieves used malware to
NEWS withdraw bags of cash from 41
ATMS in three cities.

Home Video World Asia UK Business Tech  Science Magazine =@ Entertainment & A

Asia China India

Taiwan ATM hack: Three jailed over $2.6m !N response to the heist, banks

theft temporarily froze withdrawals

55 i | Mk oW e [ e from more than 1,000 cash
machines.

I 3 were all convicted by a
. Taipei court.

* 19 suspects, including one
French national and one

: Ry ﬁ %__i . Australian, are believed to
il L have fled Taiwan.

EPA

The thieves used malware to withdraw bags of cash from 41 ATMS in three cities
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Mandai house owner who sought
$2m settles for $200,000

US Task Force Changes

Guidelines for Prostate Cancer

Woman killed by husband’s car in
' Ang Mo Kio accident was

P 'dedicated officer’ of MOM, says
n Tan Chuan-Jin

= &

More than 9,000 malware-infected servers found by
Singapore-based Interpol operation

WHAT DO YOU KNOW ABOUT
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Findings

» 8,800 servers across eight countries in the Asean region which
were acting as command and control points, which are systems
used to control and spread malicious software known as
malware.

» Affected servers were involved in targeting financial
Institutions, spreading ransomware, launching Distributed
Denial of Service (DDoS) attacks and distributing spam.

» 270 websites from the Asean region infected with a malware
code which exploited a vulnerability in the website design
application.

» Among them were several government websites which may
have contained personal data of their citizens.

Public and Private sectors across

ASEAN together in combating PUBLISHED BY THE STRAIT TIMES
bercrime APR 24, 2017
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RAND Study Examines 200 Real-World 'Zero-Day'

Software Vulnerabilities

"RAND researchers have determined that
zero-day vulnerabilities have an average life
expectancy—the time between initial private
“discovery and public disclosure—of 6.9 years. "
“That long timeline plus low collision rates—the :
likelihood of two people finding the same
“vulnerability (approximately 5.7 percent per
year)—means the level of protection afforded
by disclosing a vulnerability may be modest
and that keeping quiet about—or
“stockpiling” —vulnerabilities may be a
reasonable option for those entities looking to
“both defend their own systems and potentially
exploit vulnerabilities in others'”

Media Resources

RAND Office of Media Relations
(703) 414-£795

(310) 451-6013

media@rand.org

Researcher Spotlight

Lillian Ablon
Information Scientist

Lillian Ablon is an
information scientist at
the RAND Corporation
and a professor at the
Pardee RAND Graduate
School. 5he conducts
technical and policy research on topics
spanning cyber security, emerging
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The odds Is against the defender In
countering Cyber Threats.

» Challenges

» Growing attack surfaces and evolving threat sophistication and players.

» Attackers are often better resourced because the ROIs of their efforts
are easier to quantify.

» Financial Returns
» New Dimension of Warfare to secure their country’s National Interest.
» Defender often have too much to protect and limited resources to
ensure the security.
» How do we fight cyber and optimize?

» Collaborate at National level to give our self superior situation
awareness . Build strategic depth and have sizable and effective
reserve to deal with unexpected incident.

» Share information to help yourself.

» Collaboration allow you to optimise your dollars and avoid duplication.

ST Electronics (Info-Security)
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People Is central to cyber
defence, invest In their training
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