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Request for Information (RFI) on Sri Lankan Industry Capacity: Local Managed
Service Provider (MSP) for SLUDI

The Government of the Democratic Socialist Republic of Sri Lanka (GoSL), through its
Ministry of Digital Economy (MoDE), is embarking on a national initiative to implement the
Sri Lanka Unique Digital Identity (SLUDI) Project. This project serves as a foundation of the
Government's comprehensive Digital Transformation Strategy, with the ambitious goal to
transform Sri Lanka into a Technology-Based Society. The SLUDI project represents a
significant catalyst for sustainable growth and comprehensive development within the nation.

The overall project duration spans a comprehensive 60-month timeline, comprising an
intensive implementation period followed by a subsequent 4-year support and maintenance
phase. The implementation phase itself is divided into two distinct iterations: Release 1
(Minimum Viable Product — MVP) to be delivered within 12 months, and Release 2 to be
completed within 15 months in parallel with the maintenance phase. The tentative start date
of the project is considered as November 2025.

Objective of the RFI

The objective of this Request for Information (RFI) is to gather high-level information from
potential service providers to better understand the market landscape and the capacity of
firms to support the Sri Lanka Unique Digital Identity (SLUDI) Project.

This RFT is intended to:

e Identify the availability of qualified firms in Sri Lanka that can serve as the Managed
Service Provider (MSP), either independently or in joint ventures/ partnerships;

e Assess the level of experience and expertise among local firms in managing large-scale,
mission-critical technology projects, particularly in the area of digital identity;

e Collect market insights on operational models, technical capacity, and potential
approaches that could strengthen the sustainability of the SLUDI initiative; and

e Ensure that the forthcoming procurement process is well-informed, practical, and
successful.

It is important to note that the MSP for the SLUDI Project will be a local Sri Lankan firm,
appointed to ensure national ownership and long-term sustainability of the platform.

The information received through this RFI will therefore provide valuable input into refining
the Terms of Reference (ToR) and procurement documents. These high-level ToR will be
further enhanced and detailed at the procurement stage.



1. Managed Service Provider (MSP)

The GoSL plans to appoint a qualified local partner, designated as the Managed Service
Provider (MSP), to ensure the long-term sustainability, operational excellence, and national
ownership of the SLUDI Project. This appointment will be carried out through a transparent
and competitive procurement process directly managed by the GoSL. The selected MSP will
be contracted for a period of 5 years to oversee and manage the operations of the SLUDI
platform in alignment with national priorities.

The role of the MSP is both critical and central to the overall success of the SLUDI. The
MSP is expected to work in close collaboration with the Master System Integrator
(MSI); an experienced Indian firm tasked with the initial implementation as well as
ongoing support and maintenance. A core responsibility of the MSP is to gradually and
systematically assume operational ownership of the SLUDI platform. This will be achieved
through a well-structured and seamless transition process, under which specific components
and responsibilities will be transferred from the MSI to the MSP in a phased manner. Such an
approach ensures continuity of operations, effective knowledge transfer, and uninterrupted
service delivery, thereby safeguarding the long-term stability and sustainability of the SLUDI
framework during and beyond the implementation period.

The MSP will progressively assume a central and commanding role in the overall operations,
comprehensive audit functions, and governance framework of the SLUDI system, ensuring
its efficient functioning, continuous improvement, and strict adherence to national policies
and international best practices.

2. High-level Responsibilities of the MSP

The MSP's responsibilities are comprehensive and multifaceted, covering operational
excellence, strategic management, technical support, and governance domains. The key
high-level responsibilities include, but are not limited to;

2.1. Project Collaboration and Strategic Handover Management

a. Work collaboratively and proactively with the MSI from the project's inception phase
through completion and to completely transfer identified components of the project.

b. Actively participate in and facilitate the structured transition process, systematically
taking over components from the MSI in a planned, gradual, and risk-mitigated
manner. This includes a handover of the SLUDI MOSIP ID Framework, Department
for Registration of Persons (DRP) workflow integration, and all related Commercial
Off-The-Shelf (COTs) solutions from the MSI.

c. Actively engage in comprehensive Knowledge Transfer (KT) sessions alongside the
MSI, and proactively participate in Quality Assurance (QA) activities for releases in a
supervisory and validation role.

d. Coordinate and manage relationships with other relevant stakeholders, such as
MOSIP foundation and Original Equipment Manufacturers (OEMs), on behalf of the
GoSL following successful User Acceptance Testing (UAT).



e.
f.

Collaborate with business process owners, service providers, and user agencies.
Provide consultation on critical decisions including network segmentation, security
zones, zone design, firewall configurations, and Access Control Lists (ACLs).

2.2. Operations and Comprehensive Maintenance

d.
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Assume full responsibility for the overall operations, comprehensive audit, and
governance of the SLUDI system.

Operate, maintain, and continuously optimize the components that have been
systematically transitioned from the MSI.

Manage comprehensive SLUDI administration, robust access control mechanisms,
and strategic operations management.

Oversee sophisticated privilege and identity access management systems.

Manage and monitor the Database Activity Monitor (DAM) for security and
compliance.

Maintain secure custody and management of the Hardware Security Module (HSM).
Manage VPN infrastructure and secure remote access capabilities.

Exercise comprehensive oversight and continuous monitoring of Security Operations
Center (SOC) and Network Operations Center (NOC) operations.

Manage component inventory and version control systems.

Coordinate incident response, escalation procedures, and resolution processes.
Ensure compliance with security standards and zero-trust operational frameworks.
Monitor application performance and infrastructure metrics.

. Maintain and update Business Continuity Plan (BCP) and Disaster Recovery (DR)

strategy, including periodic DR drills and documented recovery metrics.
Enforce and monitor all SL.As defined in the contract, ensuring real-time SLA
tracking and automated breach notifications.

2.3. Support Services

a.

Provide comprehensive Level 01 (L.1) support for selected key components of the
SLUDI system with enhanced response capabilities.

Systematically assume Level 02 (L2) and Level 03 (L.3) support responsibilities for
the SLUDI MOSIP platform, DRP workflow integration, and all related COTS
applications.

Undertake comprehensive initial troubleshooting and attempt immediate resolution of
incidents, with structured escalation to 2nd line support when necessary.

Be fully responsible for reviewing, validating, and managing incident levels based on
established service incident classification and applicable tiering frameworks.

Provide timely and comprehensive updates to users, including clear communication of
incident resolution status and ticket closure confirmations.

Facilitate the generation of comprehensive standard reports to measure and verify
various Key Performance Indicators (KPIs) and systematically monitor agent
performance.



Prepare and submit all agreed-upon reports to the GoSL in accordance with
established timelines and formats.

Extend comprehensive support for monitoring and accessing all subsystems and
records related to contact center and helpdesk operations for GoSL stakeholders.

2.4. System Enhancement and Long-term Maintenance
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Be fully responsible for provisioning and managing the environments.

Conduct thorough Independent Verification and Validation (IV&V) processes.
Manage comprehensive versioning and patch release processes following clearly
defined and documented procedures.

Undertake strategic functionality upgrades in close consultation with DRP and
stakeholders.

Provide comprehensive assistance to DRP in analyzing performance issues across the
entire system stack, supporting advanced performance tuning, troubleshooting, and
detailed analysis of production issues.

Successfully take over and maintain all available software licenses and ensure
compliance.

Manage data residency and sovereignty requirements in coordination with GoSL.
Support legal compliance control and audit functions.

Facilitate training and capacity building initiatives.

Manage knowledge transfer and collaboration processes with MSI during transition
periods.

2.5. Process and Eligibility Criteria for Submitting the RFI

Parties responding to this invitation must meet the following eligibility criteria to advance
to the next stage of the market exploration engagement.

d.

Must be a legally registered entity in Sri Lanka with the necessary regulatory
approvals to operate as a technology service provider.

Minimum of 5 years of established business operations and proven track record in the
technology services sector.

Must have a minimum of 100 full-time employees on its payroll at the time of
submission.

Demonstrated annual turnover of at least 5 billion LKR, evidencing strong financial
stability and capacity to undertake large-scale government projects.

Proven experience as a System Integrator (SI) or Managed Service Provider (MSP)
with successful implementation of at least one (1) large-scale digital identity or
similar complex technology project.

MOSIP certification or demonstrated expertise in MOSIP platform implementation is
highly preferred and will be considered as an added advantage during evaluation.
Adequate technical workforce capacity to support the SLUDI project requirements
throughout the engagement period.



3. For any clarifications regarding this RFI, please contact:
Mr. Udaya H. Kasthurirathne
Email :udayak@icta.lk
Mobile: 071 8233 461
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