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Executive Summary 

As Sri Lanka accelerates its journey toward a digital economy, the need for secure, scalable, 
and future-ready digital infrastructure has never been greater. At the heart of this transformation 
lies the imperative to ensure national data sovereignty while enabling rapid innovation and 
economic growth. A sovereign cloud strategy is essential to achieving this balance. 

This paper proposes a government-regulated, private-sector-operated sovereign cloud 
model as the optimal path forward for Sri Lanka. Rather than relying solely on government-run 
data centres, which often lack the flexibility, scalability, and performance of modern cloud 
platforms, this model promotes an open, collaborative, and investment-friendly ecosystem. It 
allows regulated participation by local and international private sector entities, including global 
hyperscale cloud providers, while maintaining strong governance over critical data and 
workloads. 

The recommended strategy is built on the principles of data sovereignty, digital resilience, 
and technology neutrality, enabling the public and private sectors to adopt and innovate on 
cutting-edge cloud technologies within a secure and compliant framework. It also creates a 
foundation for foreign direct investment, technology transfer, and local capacity building in cloud 
services, cybersecurity, and digital solutions. 

This approach directly supports the goals of Sri Lanka’s Digital Economy Blueprint, aligning 
national digital ambitions with global best practices and fostering a competitive and inclusive 
digital ecosystem that benefits citizens, businesses, and the government alike. 

Background and Context 

Around the world, governments are increasingly recognising the strategic importance of digital 
infrastructure in securing their data, enabling innovation, and fostering economic growth. In 
response to rising concerns around data privacy, national security, and technological 
dependence, many countries are adopting sovereign cloud strategies that strike a balance 
between data sovereignty and access to global innovation. These strategies often involve 
hybrid models where governments retain control over critical data while leveraging private 
sector capabilities, including partnerships with global hyper-scale cloud providers. Examples are 
France (GAIA-X), Germany, India, and Singapore. 

Sri Lanka has also taken important steps toward realising its digital potential. The government’s 
Digital Economy Strategy and Blueprint outlines a bold vision for transforming public service 
delivery, stimulating private sector innovation, and building a competitive digital ecosystem. 
Central to this vision is the development of secure, efficient, and scalable digital infrastructure. 

However, there is a growing tendency among some stakeholders to advocate for a model that 
relies exclusively on government-owned and locally managed data centres. While this 
approach may appear to guarantee sovereignty, it comes with significant risks and 
limitations: underutilisation, high operational costs, limited scalability, and a lack of access to 
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cutting-edge technologies. These constraints can ultimately slow down innovation, deter foreign 
investment, and limit Sri Lanka’s ability to compete in a fast-evolving global digital landscape. 

To overcome these challenges, Sri Lanka must adopt a hybrid and collaborative model that 
brings together the regulatory oversight of government with the agility, innovation, and 
investment capacity of the private sector. This model enables the establishment of a sovereign 
cloud that protects national interests while opening space for international collaboration, 
economic competitiveness, and technological advancement. 

Objectives of a Sovereign Cloud Strategy 

The primary objective of a sovereign cloud strategy is to empower Sri Lanka to harness the full 
potential of digital transformation while retaining national control over critical data and digital 
infrastructure. By adopting a well-regulated and inclusive approach, the country can lay the 
foundation for a secure, competitive, and innovation-driven digital ecosystem. The key 
objectives of such a strategy are as follows: 

1. Ensure Data Sovereignty and Compliance with Local Laws 

Safeguarding national data assets is fundamental to sovereignty in the digital age. A sovereign 
cloud strategy ensures that data, especially public sector and critical sector data, is stored, 
processed, and governed within Sri Lankan legal jurisdiction in alignment with emerging national 
data protection legislation and regulatory frameworks. 

2. Promote Secure and Resilient National Digital Infrastructure 

A sovereign cloud must provide a high level of security, operational resilience, and service 
continuity. This includes ensuring disaster recovery, redundancy, and cybersecurity capabilities 
that protect the nation’s digital infrastructure from internal and external threats. 

3. Enable Participation of Hyperscalers While Safeguarding National Interests 

Rather than excluding global technology leaders, the strategy seeks to establish a framework 
for regulated participation by hyperscale cloud service providers. This approach enables 
access to world-class technologies and services while maintaining oversight over sensitive 
workloads and ensuring compliance with local standards. 

4. Create an Investment-Friendly Ecosystem for Cloud and Digital Services 

The strategy aims to foster an open and competitive environment that attracts both local and 
foreign investment in cloud infrastructure, platforms, and services. By providing policy clarity, 
regulatory certainty, and well-defined compliance requirements, the sovereign cloud framework 
can unlock opportunities for economic growth, job creation, and technology transfer. 

5. Support Innovation and Public Sector Modernization 
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A sovereign cloud provides a unified, secure, and scalable platform for accelerating digital 
innovation and modernising government services. Currently, many government institutions in Sri 
Lanka have invested in scattered, siloed, and often underutilised lower-tier data centres, 
each operating in isolation with limited capacity, inconsistent security standards, and high 
maintenance overheads. This fragmented infrastructure landscape hampers interoperability, 
increases costs, and slows down digital transformation efforts across the public sector. 

By transitioning to a sovereign cloud infrastructure, the government can consolidate and 
optimise its digital assets, streamline operations, and reduce redundant investments. It enables 
government agencies to access shared, high-performance infrastructure and platforms that 
support emerging technologies such as AI, big data analytics, and digital identity solutions. This 
not only enhances service delivery and operational efficiency but also fosters a more agile, 
citizen-centric, and innovation-friendly public sector. 

Strategic Principles 

The successful implementation of a sovereign cloud strategy depends on a set of foundational 
principles that guide its design, operation, and governance. These principles ensure that the 
model aligns with national interests while remaining open, scalable, and future-proof. The 
following five strategic principles form the backbone of Sri Lanka’s proposed sovereign cloud 
approach, all of which converge around the concept of Digital Sovereignty Zones, the secure, 
policy-compliant environments where critical workloads are managed under national jurisdiction. 

Figure 1 illustrates the five core principles guiding Sri Lanka’s sovereign cloud strategy. At the centre are 
Digital Sovereignty Zones, secure, compliant environments where critical data and workloads are 
managed under national jurisdiction. These zones are enabled by regulatory oversight, public-private 
collaboration, open architecture, a tiered cloud approach, and integration with certified private and 
hyperscale partners. 
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Figure 1: Strategic Principles of the Sovereign Cloud 

 

1. Regulatory Oversight 

The government must establish a clear and robust regulatory framework to govern sovereign 
cloud operations. This includes policies and guidelines for data localisation, data 
classification, and security standards, ensuring that sensitive and critical data is processed 
and stored in compliance with national laws. Regulatory oversight should also extend to the 
certification of cloud providers, audit mechanisms, and ongoing compliance monitoring. 

2. Public-Private Collaboration 

A sovereign cloud should be operated by the private sector under government regulation, 
creating opportunities for innovation, efficiency, and investment. This includes enabling joint 
ventures between local and international cloud service providers, telecom operators, and 
infrastructure companies. Such partnerships can bring global expertise, technology transfer, and 
best practices into the local ecosystem while ensuring that strategic control remains with the 
government. 

3. Open Architecture 

The sovereign cloud must be designed with interoperability and extensibility in mind, allowing 
for the integration of hyperscaler infrastructure and services under defined governance and 
compliance requirements. This ensures that Sri Lanka is not cut off from global innovation and 
that government and private sector users can benefit from best-in-class tools and platforms 
while maintaining data control. 

4. Tiered Cloud Approach 
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Not all data and workloads require the same level of protection or sovereignty. A tiered 
approach should be adopted to classify and manage workloads based on their sensitivity, 
criticality, and regulatory implications. Critical government data, for example, must remain within 
sovereign environments, while less sensitive workloads may be hosted on public or hybrid 
clouds under appropriate controls. This allows for risk-optimized infrastructure decisions and 
more efficient resource use. 

5. Digital Sovereignty Zones 

To support the secure processing of sensitive data within national jurisdiction, Sri Lanka should 
establish Digital Sovereignty Zones, certified physical or logical environments where 
sovereign cloud infrastructure is hosted and operated under strict compliance with local laws. 
These zones can serve as trust anchors for critical sectors such as government, healthcare, 
finance, and national security while also accommodating compliant services from the certified 
private sector and hyperscaler partners. 

Governance and Regulatory Framework 

A sovereign cloud strategy must be underpinned by a strong and coherent governance and 
regulatory framework. This framework should ensure that the sovereign cloud operates in 
alignment with national laws, policy priorities, and international standards — while also being 
agile enough to accommodate innovation and private sector participation. The following key 
elements define the governance structure for Sri Lanka’s sovereign cloud: 

1. Institutional Roles and Responsibilities 

The governance model for the sovereign cloud must define clear roles for all relevant institutions 
involved in policy formulation, regulation, oversight, and execution: 

●​ The Ministry of Digital Economy will provide strategic policy direction and ensure 
alignment with the national Digital Economy Blueprint. It will play a leadership role in 
cross-government coordination, inter-ministerial engagement, and high-level 
decision-making.​
 

●​ The Digital Economy Authority (DEA) will function as the apex regulatory and 
governance body for the sovereign cloud. It will be responsible for setting technical 
standards, issuing compliance guidelines, accrediting cloud service providers, and 
ensuring alignment with data protection, cybersecurity, and sectoral policies.​
 

●​ The GovTech Agency, operating under the Ministry of Digital Economy and guided by 
the DEA, will serve as the technical execution agency for the sovereign cloud strategy. 
GovTech will be responsible for:​
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○​ Leading the design and implementation of shared cloud infrastructure and 
platforms.​
 

○​ Coordinating cloud adoption across government agencies.​
 

○​ Managing vendor engagement and technical partnerships.​
 

○​ Supporting application modernisation, system migration, and interoperability 
efforts.​
 

●​ The Data Protection Authority, established under the Data Protection Act, will enforce 
personal data protection obligations and ensure that cloud operations respect privacy 
rights and regulatory safeguards for personal data.​
 

●​ The Telecommunications Regulatory Commission of Sri Lanka (TRCSL) will 
oversee infrastructure-level regulation, particularly where sovereign cloud operations 
intersect with network infrastructure, telecommunications, and licensed connectivity 
services. 

This institutional architecture ensures strategic policy alignment, regulatory clarity, and 
effective execution, with a clear separation of roles across leadership, governance, and 
operational delivery. 

2. Certification and Accreditation of Cloud Service Providers 

All cloud service providers (CSPs) seeking to operate or offer services within the sovereign 
cloud framework must undergo certification and accreditation. This process should include: 

●​ Security and compliance audits based on national and international standards.​
 

●​ Physical and logical data residency checks for critical and sensitive data.​
 

●​ Assessments of data portability, encryption practices, and incident response capabilities.​
 

●​ Mechanisms to certify hyperscaler participation zones (e.g., AWS Outposts, Azure 
Stack) within defined regulatory boundaries. 

Certification should be tiered to allow different levels of access and responsibility depending on 
the nature of services offered and the data handled. 

3. Data Classification Policy 

A national data classification policy must guide how data is categorised and managed across 
cloud environments. At a minimum, data should be classified into three categories: 
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●​ Public Data – Information intended for open access, with minimal security requirements.​
 

●​ Sensitive Data – Information requiring confidentiality, integrity, and limited access (e.g., 
citizen service records).​
 

●​ Critical Data – Data essential to national security, economic stability, or government 
continuity, which must be hosted in Digital Sovereignty Zones under maximum 
protection. 

Clear classification ensures that appropriate controls, hosting environments, and compliance 
mechanisms are applied proportionately. 

4. Compliance Standards 

To build trust and ensure accountability, the sovereign cloud framework must adopt and enforce 
robust compliance standards, including but not limited to: 

●​ ISO/IEC 27001 (Information Security Management)​
 

●​ ISO/IEC 27701 (Privacy Information Management)​
 

●​ ISO/IEC 27017/27018 (Cloud-specific controls and data protection in cloud services)​
 

●​ GDPR-equivalent provisions, where applicable under Sri Lanka’s Data Protection Act​
 

●​ National security directives and sector-specific requirements (e.g., for finance, 
health, defence) 

A national compliance registry or audit mechanism should be maintained to track ongoing 
conformity by accredited providers. 

Operating Model 

The operating model of Sri Lanka’s sovereign cloud must reflect the core principles of 
government regulation combined with private-sector innovation and investment. The 
model must also remain flexible enough to accommodate both domestic and international 
actors, including hyperscale cloud service providers, within a well-defined regulatory framework. 
The key components of the operating model are as follows: 

1. Private Sector Operation Under Government Regulation 

The sovereign cloud will be operated by certified private entities, selected and governed 
through a transparent accreditation and regulatory process. These entities will be responsible 
for managing cloud infrastructure, delivering services, ensuring service availability and security, 
and complying with national standards. The government will retain strategic oversight through 
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the Digital Economy Authority (DEA), while day-to-day implementation and vendor coordination 
may be executed via GovTech. 

2. Infrastructure Investment by Local and Foreign Entities 

To reduce the public capital burden and accelerate deployment, infrastructure investments, 
including data centres, connectivity, 'compute', and storage, will be opened to local private 
players and foreign investors under clear rules around data sovereignty, security 
compliance, and ownership thresholds. This model encourages competition and innovation 
while maintaining sovereignty over critical workloads and datasets. 

3. Participation of existing telecom operators and infrastructure providers and New 
Entrants 

Existing telecom operators and infrastructure providers will be eligible to participate as 
sovereign cloud operators or infrastructure partners. In parallel, the model will encourage new 
entrants through joint ventures, local subsidiaries of international firms, or strategic 
public-private partnerships, fostering a dynamic cloud services market. 

4. Hyperscaler Edge and Cloud Zones Through Regulated Partnerships 

The operating model envisions regulated participation of global hyperscale providers 
through mechanisms such as edge deployments (e.g., AWS Outposts, Azure Stack, GCP 
Sovereign Solutions) hosted within Digital Sovereignty Zones or certified partner facilities. 
These partnerships will ensure full compliance with local data jurisdiction, operational 
transparency, and security standards. 

Where appropriate, the government may also pursue bilateral or regional agreements to 
facilitate trusted and compliant hyperscaler operations, especially in geographic or strategic 
partnerships that align with Sri Lanka’s data protection and national security policies. This 
provides a structured path for hyperscalers to contribute to the sovereign cloud while preserving 
national oversight. 

5. National Cloud Marketplace 

To drive service adoption and standardisation, the sovereign cloud will be anchored by a 
National Cloud Marketplace, a unified platform where government agencies, SMEs, and 
enterprises can access approved services, including, IaaS, PaaS, SaaS, and specialised 
applications. All services listed in the marketplace will comply with national accreditation 
standards, support interoperability, and offer clear service-level agreements. This model 
encourages reuse, accelerates digital transformation, and provides equal access to secure 
cloud resources across sectors. 

Investment and Economic Development 
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A well-structured sovereign cloud strategy can serve as a powerful catalyst for attracting foreign 
direct investment (FDI), building local capabilities, and fostering a vibrant digital economy. By 
positioning Sri Lanka as a secure and innovation-friendly destination for cloud infrastructure 
and services, the sovereign cloud can unlock a range of economic benefits. The following areas 
are key to realising this potential: 

1. Attract Foreign Direct Investment (FDI) and Grow Local Capabilities 

The sovereign cloud strategy is designed to open space for foreign investment in 
infrastructure, platform services, and technology transfer — under clear conditions that preserve 
data sovereignty and national interests. By enabling joint ventures, regulated hyperscaler 
participation, and the inclusion of global technology leaders, Sri Lanka can accelerate its digital 
infrastructure build-out while cultivating local cloud service capabilities. 

2. Offer Tax Incentives and Regulatory Clarity 

To remain competitive as a digital investment hub, Sri Lanka must provide favourable fiscal 
and regulatory conditions. This includes targeted tax incentives for certified cloud service 
providers, simplified regulatory pathways for hyperscaler partnerships, and transparent 
compliance requirements. Clear and consistent rules will reduce investor uncertainty and 
improve the ease of doing business in the cloud ecosystem. 

3. Promote Workforce Development in Digital Skills 

Cloud infrastructure alone is not enough, human capital is essential to realising the full potential 
of the digital economy. The sovereign cloud strategy should be accompanied by targeted 
investments in cloud engineering, cybersecurity, DevOps, and data governance training 
programs. Partnerships with universities, vocational institutes, and private training providers will 
be key to developing a skilled, future-ready workforce. 

4. Empower Sri Lankan Tech Startups 

The sovereign cloud should also function as a launchpad for domestic tech 
entrepreneurship. By offering affordable, secure, and scalable infrastructure, the strategy 
can lower barriers to entry for Sri Lankan startups in sectors such as FinTech, HealthTech, 
EdTech, and e-commerce. A national cloud marketplace can provide visibility and access to 
public sector demand, while startup-friendly policies (e.g., sandbox environments, grant 
programs) can accelerate product development and scale. 

Risk Mitigation and National Security 

While the sovereign cloud strategy opens new avenues for innovation, investment, and digital 
transformation, it must also account for critical risks that could undermine trust, operational 
continuity, and national security. A comprehensive and forward-looking risk mitigation 
approach is essential to safeguard the integrity and resilience of Sri Lanka’s digital 
infrastructure. 
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1. Guard Against Data Breaches, Foreign Surveillance, and Over-Dependence 

A key motivation behind sovereign cloud development is to mitigate the risks of unauthorised 
access, data exfiltration, and foreign surveillance that can arise in unregulated or 
extraterritorial cloud environments. By maintaining national jurisdiction over critical data and 
enforcing strict compliance requirements, Sri Lanka can reduce exposure to extraterritorial laws 
and third-party control. 

Additionally, the strategy must avoid vendor lock-in or over-dependence on a single provider, 
whether domestic or foreign, by promoting a multi-provider ecosystem and enabling service 
portability through interoperability standards. 

2. Establish a Cloud Resilience Framework 

Resilience must be a cornerstone of the sovereign cloud infrastructure. A national Cloud 
Resilience Framework should be established, encompassing: 

●​ Redundancy and high availability across certified facilities.​
 

●​ Disaster recovery (DR) and business continuity planning (BCP) for mission-critical 
systems.​
 

●​ Data portability and reversibility mechanisms to ensure that government and private 
sector clients can transition between providers without service disruption or data loss.​
 

●​ Regular stress testing and continuity simulations across cloud operators. 

This framework should be mandated through certification and regularly audited. 

2.1. Enhance Energy Resilience Through Multi-Grid Power Supply 

One of the major infrastructure limitations preventing Sri Lanka from achieving Tier 4 data 
centre standards is the reliance on a single national power grid. To support highly resilient 
sovereign cloud infrastructure, it is essential to transition toward a multi-grid national energy 
architecture, incorporating redundancy and distributed energy sources. This will enable more 
reliable uptime, reduce dependency risks, and make Sri Lanka a more attractive destination for 
mission-critical digital workloads and international cloud investments. 

3. Build National Cybersecurity and Compliance Capabilities 

To ensure long-term sustainability and reduce reliance on external vendors, Sri Lanka must 
develop local expertise in cybersecurity, key management, and compliance auditing. This 
includes: 

●​ Establishing national standards and audit tools for sovereign cloud providers.​
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●​ Developing a national key management framework, potentially through a trusted 
public-private cryptographic authority.​
 

●​ Creating specialised security operations centres (SOCs) and compliance 
monitoring units under the Digital Economy Authority or GovTech.​
 

●​ Encouraging knowledge sharing and capacity building through public-private 
collaboration and regional partnerships. 

Investing in these capabilities not only enhances cloud security but also supports broader 
national security, digital trust, and strategic autonomy objectives. 

International Case Studies 

Several countries have taken diverse approaches to implementing sovereign cloud strategies, 
reflecting different regulatory environments, national priorities, and market dynamics. These 
case studies offer valuable insights for Sri Lanka as it crafts its own model — one that balances 
sovereignty, innovation, and international collaboration. 

1. France & Germany – GAIA-X Initiative 

GAIA-X is a joint European initiative led by France and Germany to create a federated data 
infrastructure for Europe. It focuses on: 

●​ Data sovereignty, interoperability, and open standards.​
 

●​ Ensuring compliance with EU data protection laws (e.g., GDPR).​
 

●​ Building an ecosystem of certified cloud service providers and enabling a cloud 
marketplace for trusted services. 

The key takeaway for Sri Lanka: GAIA-X demonstrates the value of a standards-based, 
federated model that includes both public and private sector actors, and allows regulated 
participation of global hyperscalers under compliance guarantees. 

2. India – Hybrid and Sectoral Approach 

India does not operate a single sovereign cloud but promotes a sector-driven hybrid 
approach, where: 

●​ Sensitive government workloads are hosted on government clouds (e.g., MeghRaj, NIC 
Cloud).​
 

●​ Public-private partnerships are enabled through a Multi-Tier Cloud Framework.​
 

●​ Critical sectors such as finance and healthcare have custom guidelines for cloud use. 
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The key takeaway for Sri Lanka: India’s pragmatic and sectoral strategy provides a flexible 
path that allows the coexistence of government infrastructure and private-sector-operated cloud 
services under unified governance. 

3. Singapore – Trusted Cloud Ecosystem 

Singapore’s Trusted Cloud strategy emphasises: 

●​ Accreditation and tiered certification of cloud service providers (CSPs).​
 

●​ Encouraging hyperscalers to establish local cloud zones with clear compliance 
boundaries.​
 

●​ Promoting adoption across public agencies via central procurement platforms. 

The key takeaway for Sri Lanka: Singapore’s model shows how a small nation can attract 
major cloud players while ensuring trust, compliance, and competitive service delivery through 
clear regulatory signals. 

4. United Arab Emirates – Sovereign Zones and Global Partnerships 

The UAE has: 

●​ Established sovereign data zones with strict local data residency requirements.​
 

●​ Entered into joint ventures with hyperscalers (e.g., Microsoft, AWS) to deliver cloud 
services through locally managed platforms.​
 

●​ Used cloud investment as a lever for broader economic diversification and digital 
competitiveness. 

The key takeaway for Sri Lanka: The UAE model illustrates how bilateral arrangements and 
regulated partnerships can enable sovereign cloud objectives while attracting foreign investment 
and enhancing infrastructure capabilities. 

Conclusion 

As Sri Lanka accelerates its transition into a digital-first economy, the need for a secure, 
sovereign, and future-ready cloud infrastructure becomes both urgent and strategic. A 
well-designed sovereign cloud strategy provides the foundation for digital transformation across 
government, industry, and society, ensuring that national data remains protected, innovation is 
enabled, and global partnerships are harnessed in a manner that upholds the country’s 
sovereignty and long-term interests. 

This paper has outlined a clear and pragmatic vision: a government-regulated, 
private-sector-operated sovereign cloud capable of supporting both local innovation and 
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trusted international collaboration. By integrating key principles, such as regulatory oversight, 
open architecture, public-private collaboration, and digital sovereignty zones, Sri Lanka can 
avoid the pitfalls of fragmented infrastructure and vendor lock-in while unlocking new pathways 
for economic development, public sector modernisation, and digital resilience. 

Crucially, this model does not isolate Sri Lanka from global innovation. Instead, it enables 
secure and regulated access to cutting-edge technologies, including AI, big data, and 
next-generation cloud services, through partnerships with global hyperscalers and accredited 
providers. This ensures that Sri Lanka’s public and private sectors can build on world-class 
infrastructure while maintaining control over sensitive data and critical systems. 

International case studies show that sovereign cloud strategies can succeed through flexibility, 
trust frameworks, and standards-based interoperability, principles that Sri Lanka can adapt 
to its unique context. By enabling regulated participation from hyperscalers, creating investment 
opportunities, and nurturing domestic capabilities, the country can position itself as a digital 
leader in the region. 

The time to act is now. By moving decisively to establish a sovereign cloud framework, Sri 
Lanka can lay the digital foundations of a secure, innovative, and globally competitive future. 
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Annexure A: Data and Service Classification Framework for 
Sovereign Cloud Implementation 

A.1 Purpose 

A robust data and service classification framework is essential to implementing Sri Lanka’s 
Sovereign Cloud Strategy. It allows the government to: 

●​ Align hosting, access, and processing policies with national sovereignty and security 
needs 

●​ Define legal, technical, and operational controls based on sensitivity and criticality 
●​ Guide cloud deployment models, data residency/localisation decisions, and 

vendor selection 
●​ Ensure compliance with Sri Lanka’s evolving digital and data protection laws 

A.2 Classification Dimensions 

The framework is based on two interlinked dimensions: 

1.​ Data Classification – Based on sensitivity, confidentiality, integrity, availability, and 
regulatory constraints. 

2.​ Service Classification – Based on criticality to public service, national sovereignty 
implications, and interoperability needs. 

These classifications help determine: 

●​ What level of data protection is required 
●​ Whether localisation is mandatory 
●​ Which hosting models (on-prem, sovereign, local private, or foreign cloud) are 

appropriate 

A.3 Data Classification Categories 

Classification Description Example Data Types Hosting & Processing 
Guidance 

Public Non-sensitive, openly 
shareable 

Open government 
data, public notices 

Any cloud; no localisation 
needed 
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Internal Low-risk internal 
government data 

Memos, planning 
documents, internal 
communication 

Local or foreign cloud 
under SL jurisdiction 

Confidential Personally 
identifiable or 
sensitive data 

Tax records, civil 
service data, project 
plans 

Prefer local/sovereign 
cloud; foreign cloud only 
with legal safeguards 

Restricted Critical national data 
with security or 
sovereignty 
implications 

Health records, 
financial transaction 
logs 

Stored in Sri Lanka; 
processing under legal 
controls 

Top Secret / 
National 
Security 

Data essential to 
national security, 
defence, or national 
stability 

Defence intelligence, 
national ID core 

Must be stored and 
processed within Sri 
Lanka under full 
sovereign control 

A.4 Service Classification Categories 

Classification Description Example Services Deployment 
Recommendation 

Non-Critical Services with minimal 
impact from foreign 
hosting or access 

Public web portals, 
campaign sites 

Public or commercial 
cloud 

Core 
Government 

Essential to 
day-to-day 
government 
functioning 

Identity verification, 
licensing, education 
platforms 

Local private or sovereign 
cloud with enforceable SL 
jurisdiction 
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Mission-Critical Services essential to 
national stability and 
public trust 

e-voting, financial 
systems, border 
control 

Strict localisation or 
sovereign cloud under full 
SL legal control 

A.5 Classification Governance 

To ensure consistency and accountability, the following governance model is proposed: 

●​ Data/Service Owners: Classify data/services based on predefined guidelines. 
●​ National Digital Authority (e.g., DEA): Review, validate, and approve classifications. 
●​ Reclassification Protocols: For handling changes in risk, legal context, or technology. 
●​ Integration into Procurement and Design: Classification must influence solution 

architecture, vendor choices, and SLAs. 

A.6 Alignment with Sovereignty, Residency, and Localisation 

This classification framework serves as a decision-making foundation for: 

●​ Applying data localisation requirements (e.g., Tier 1 data must remain in-country) 
●​ Determining acceptable processing models (e.g., foreign cloud with legal controls for 

Tier 3) 
●​ Enforcing Sri Lankan jurisdiction over data and services, wherever they are hosted 
●​ Supporting Annexure B's sovereignty tiers with precise, operational categories 

Classification enables proportional, risk-based deployment of cloud and digital infrastructure 
while ensuring Sri Lanka’s sovereignty is preserved by design. 

A.7 Implications for Cloud Strategy 

●​ Data and service classification will drive deployment models, data residency rules, 
vendor selection, and interoperability policies. 

●​ Helps ensure regulatory alignment with evolving data protection laws and international 
cloud standards. 

●​ Supports risk-based decision-making in managing hybrid and multi-cloud 
environments. 
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Annexure B: Understanding Data Sovereignty, Data 
Residency, and Data Localisation 

B.1 Conceptual Overview 

A foundational aspect of any sovereign cloud strategy is understanding how data sovereignty, 
data residency, and data localisation interrelate. While often used interchangeably, these 
concepts serve different policy, legal, and technical purposes. 

Term Description Focus Is it a legal 
requirement? 

Data 
Sovereignty 

Legal authority and jurisdiction a nation 
has over data, regardless of its physical 
location 

Legal control ✅ Yes 

Data 
Residency 

The physical/geographical location 
where data is stored 

Geographic 
presence 

❌ No 
(descriptive 
only) 

Data 
Localisation 

Legal or policy requirement that data 
must be stored (and sometimes 
processed) within a country's borders 

Geographic 
restriction by 
law 

✅ Yes (if 
mandated) 

 

B.2 Data Sovereignty: Beyond Borders 

Data sovereignty is about ensuring that Sri Lankan law governs the access, use, and 
protection of data, irrespective of whether the data is hosted domestically or internationally. 

Jurisdictional sovereignty can be achieved through: 

●​ Legal contracts that enforce Sri Lankan jurisdiction. 
●​ Sovereign key management (e.g., encryption keys held within Sri Lanka). 
●​ Regulatory oversight and audit rights. 
●​ Explicit exclusion of foreign law applicability (e.g., CLOUD Act immunity clauses). 

Therefore, data can reside outside Sri Lanka and still be sovereign, if Sri Lankan jurisdiction 
remains exclusive and enforceable. 

B.3 Data Residency: Where Data Lives 

Data residency refers simply to where the data physically resides. This may be: 
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●​ In a Sri Lankan data centre, 
●​ In a regional cloud (e.g., South Asia hub), 
●​ Or globally distributed across multiple jurisdictions. 

It is a technical attribute, and not inherently a legal or policy requirement unless specifically 
mandated by law or regulation. 

B.4 Data Localisation: When the Law Demands Residency 

Data localisation refers to legal or regulatory requirements that mandate: 

●​ Data be stored in-country. 
●​ In some cases, also be processed in-country. 
●​ Or that a copy must be maintained locally, even if processed abroad. 

There are three localisation models: 

Type Requirement Example 

Strict Localisation Data must be stored and processed only within 
Sri Lanka 

Defence, 
election 
systems 

Conditional/Soft 
Localisation 

Data may be processed abroad but must have 
a copy stored locally or be transferred under 
certain conditions 

Health records, 
financial data 

Cross-border Permitted 
with Controls 

Data can leave Sri Lanka if legal safeguards 
exist (e.g., consent, adequacy, binding 
corporate rules) 

General 
business data 

B.5 Common Scenario: Stored Locally, Processed Abroad 

“If I store the data in Sri Lanka but process it abroad, which concept 
applies?” 
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Activity Data 
Residency 

Data 
Localisation 

(Strict) 

Data 
Localisation 

(Soft) 

Data Sovereignty 

Store in SL, 
process abroad 

✅ Yes ❌ No ✅ Possibly ✅ If SL law governs 
access and use 

Thus: 

●​ ✅ You satisfy data residency.​
 

●​ ✅ You may satisfy data localisation if soft localisation policies apply.​
 

●​ ✅ You can maintain data sovereignty if legal and technical safeguards ensure Sri 
Lankan jurisdiction and control. 

This approach is valid only if sovereignty is preserved through regulation, legal safeguards, 
encryption, and access control. 

B.6 Strategic Implications for Sri Lanka’s Sovereign Cloud 

1.​ Not all data needs to be localised, but all data handling should comply with 
sovereignty principles. 

2.​ Sovereignty tiers (see below) help determine when localisation is required vs. when 
sovereignty can be preserved through law and technology. 

3.​ Cross-border processing must be tightly regulated through enforceable legal 
frameworks, contractual clauses, and technological controls. 

4.​ Proportional governance allows both innovation and sovereignty. 

B.7 Sovereignty and Localisation Tiers 

Tier Definition Example Use Cases Hosting & Processing 
Guidelines 

Tier 1: Full 
Sovereignty + 
Strict Localisation 

Data essential to 
national security or 
law enforcement 

Defence, elections, 
national ID 

Must be stored and 
processed in Sri Lanka 
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Tier 2: High 
Sovereignty + 
Conditional 
Localisation 

Sensitive personal 
or sectoral data 

Health, finance, 
education 

Stored in Sri Lanka; may 
be processed abroad 
under strict controls 

Tier 3: 
Jurisdictional 
Sovereignty + 
Contractual 
Controls 

Moderate-risk data 
with interoperability 
needs 

Intergovernmental 
platforms, regulatory 
sandboxes 

Foreign 
storage/processing 
allowed under legal 
safeguards ensuring SL 
jurisdiction 

Tier 4: General 
Use / Low 
Sensitivity 

Non-sensitive 
public data 

Open data, public 
websites 

No localisation is 
required; residency is 
optional; sovereignty still 
applies via regulation 

 

B.8 International Collaboration on Data Sovereignty 

While national measures are critical, long-term assurance of data sovereignty also depends 
on international cooperation. Sri Lanka should actively participate in or initiate regional and 
global agreements that recognize and respect data sovereignty. 

Key Strategic Actions: 

●​ Establish treaties or frameworks for mutual legal non-interference and data 
governance. 

●​ Ensure cross-border enforceability of Sri Lankan jurisdiction and data protection laws. 
●​ Promote trusted cloud cooperation with safeguards, including key management and 

legal exclusions. 
●​ Participate in global initiatives such as: 

○​ OECD Declaration on Government Access to Data (2022). 
○​ EU GDPR Adequacy Framework. 
○​ RCEP and CPTPP digital trade chapters. 
○​ Commonwealth or BIMSTEC digital economy agreements. 

Such arrangements enable secure international data flows while maintaining Sri Lankan 
control over its data and reduce unnecessary localisation burdens where sovereignty can be 
preserved contractually and legally. 
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B.9 Final Remarks 

Sri Lanka’s Sovereign Cloud Strategy must adopt a balanced, layered approach to 
sovereignty: 

●​ Legal jurisdiction is the foundation, preserving Sri Lanka’s authority over its sensitive 
data and critical services is essential, whether through in-country hosting or 
enforceable legal, contractual, and technical safeguards. 

●​ Data residency and localisation are tools, to be applied where necessary based on 
data sensitivity and strategic value. 

●​ Technology and contracts are enablers, encryption, access control, and legal. 
safeguards make sovereignty enforceable across borders. 

●​ International collaboration is the path forward, enabling Sri Lanka to thrive in a global 
digital economy without compromising national interests. 

Sovereignty, when thoughtfully designed and strategically applied, becomes a catalyst for 
secure innovation, not a constraint, enabling Sri Lanka’s digital infrastructure to be both resilient 
and globally connected. 
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